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Abstract

In this paper, we review four fundamentalapproachesfor differentnetwork admission
control(NAC).Weexplainhow budgetsandlinks maybedimensionedto keeptheblock-
ing probabilitylow. In orderto provide resilienceagainstlink outages,fastreroutingmay
be donewithout involving any further real-timeadmissioncontrol decisions.However,
quality of service(QoS)canonly bemaintainedif thenetwork hassuf�cient backupca-
pacity. We explain appropriateresourcedimensioningto satisfyresiliencerequirements
for thedifferentNAC categories.Finally, weshow theresourceutilizationunderdifferent
NAC mechanismsin networking scenarioswith andwithout resiliencerequirementsand
for single-andmulti-pathrouting.

Keywords: QoS,resourceallocation,admissioncontrol, network dimensioning,rerouting,
resilience

1 Intr oduction

Thenext generationof the Internetis expectedto fully integrateall kindsof dataandmedia
communications.In contrastto today's telephonenetwork, dataconnectionshave variable
bitratesandthe managementof the individual nodesshouldbe simpler. And in contrastto
today's Internet,real-timemultimediaapplicationsexpectmechanismsfor increasedQuality
of Service(QoS).This impliesthatfuturenetworksneeda limitation of thetraf�c load[1] to

This work wasfundedby theBundesministeriumfür Bildung undForschungof theFederalRepublicof Ger-
many (Förderkennzeichen01AK045)andSiemensAG, Munich. The authorsaloneareresponsiblefor the
contentof thepaper.
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meetpacket lossanddelayrequirements.Thisfunctionis calledadmissioncontrol(AC).High
quality transmissionis guaranteedat theexpenseof blockedreservationrequestsin overload
situations. To realizea low border-to-border(b2b) �o w blocking probability in transitnet-
works, the networks areprovided with suf�cient transportcapacitieswhich causescostsfor
thenetwork provider. Therefore,AC mechanismsshouldbeef�cient but still simple.

Residentialandbusinessusersdependmoreandmoreon thereliability of communication
servicesandfor providersof communicationnetworks,thesteadinessof networkoperationisa
crucialfactorandaneconomicrisk. Thismotivatestheneedfor resilientnetworkprovisioning.
Networksareprovisionedwith suf�cient capacitythatforseeableoutagesdo not compromise
theQoSof thecarriedpremiumtraf�c. Unlikephysicallayerprotection,thisbackupcapacity
is usedfor low priority traf�c in normaloperationmode.

AC maybe implementedusingdifferentconceptsandprotocols.We distinguishbetween
link AC (LAC) which pertainsto a singlelink andnetwork AC (NAC) that coversan entire
network. In [2] we have identi�ed several fundamentallydistinct NAC categoriesandthey
reveal different resourceutilization. NAC may be performedlink-by-link like in ATM or
IntServ[3, 4], theingressratemaybelimited at theedgerouterslike in theDiffServcontext
[5], or virtual tunnelsmaybeapplied[6, 7].

In thiswork, weinvestigatethein�uenceof theresiliencerequirementsontheutilizationof
thenetwork resourcesdependingontheNAC approach.Weevaluatehow well they aresuited
for thatobjective. In caseof a link failure,all �o ws whosepathsrunover thefailedlink must
bererouted.Conventionalroutingprotocolslike OSPF[8] convergeanew aftera failurehas
occurredandcarry the traf�c to its destinationandtherearealsoothermechanisms[9] that
arespecializedfor thatpurpose.Single-pathroutingforcesall �o wswith thesamedestination
on a singlepathwhile multi-path routing hasthe ability to spreadtraf�c over the network.
Thishassomeimpacton therequiredbackupcapacitiesin failurescenarios.In this study, we
useShortestPathFirst routingasin theOSPFprotocolandits multi-pathvariantEqualCost
Multi-Path(ECMP).

Thepaperis structuredasfollows. Section2 givesanoverview of four basicbudgetbased
NAC categories. Section3 explainshow suitablebudgetand link capacitiescanbe dimen-
sionedand Section4 enhancestheseformulae for networks with resiliencerequirements.
Section5 comparesthe resourceutilization of NAC methodsfor networks with and with-
out backupcapacityaswell asfor single-andmulti-pathrouting. Section6 summarizesthis
work andgivesanoutlookon furtherresearch.

2 Methods for Network AdmissionControl (NAC)

In this sectionwe distinguishbetweenlink andnetwork admissioncontrol andexplain four
basicallydifferentNAC concepts.

2.1 Link and Network Admission Control

QoScriteriaareusuallyformulatedin aprobabilisticway, i.e., thepacket lossprobabilityand
theprobabilitythatthetransportdelayof a packetexceedsa givendelaybudgetmustbothbe
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lower thancertainthresholds(��� ����� , ���
	�� �
� ). Link admissioncontrol (LAC) takesthequeuing
characteristicsof thetraf�c into accountanddeterminestherequiredbandwidthto carry�o ws
over a singlelink without QoSviolations. This includestwo differentaspects.First, bursty
traf�c requiresmorebandwidthfor transmissionthanits meanrateto keepthequeuingdelay
low which can be predictedby queuingformulae[10]. Secondly, �o ws usually indicatea
larger meanrate than requiredjust to make surethat thereis enoughbandwidthavailable
whenneeded.Thisleadsto overbookingby theprovideror employing measurementbasedAC
(MBAC), which canalsotake advantageof this fact [11, 12]. LAC takesall this into account
andworks,e.g.,on effective bandwidthinsteadof peakratesfor �o ws or �o w aggregatesif
thebandwidthis largeenough[13]. It recordsthedemandof theadmitted�o ws 
�������������	�� in
place. Whena new �o w arrives,LAC checkswhetherits effective bandwidthtogetherwith
the demandof alreadyestablished�o ws �ts within a capacitybudgetthat pertainshereto a
singlelink. If so,the�o w is accepted,otherwiseit is rejected.

Network admissioncontrol (NAC) tries to avoid congestionon all links of the network
at the sametime anddoesnot just protectone link with an admissiondecision. This is a
distributedproblemwith varioussolutionsdiffering in their degreeof storageandprocessing
demands,locality andachievablemultiplexing gaindueto the partitioningof resourcesinto
budgetsadministeredin differentlocations.Moreover, theiref�ciency differs,i.e. they require
differentnetwork capacityto meetthesameb2b�o w blockingprobability ���

�

� which affects
thenetwork operator'scosts.

In this investigation,we only focuson NAC, i.e. we blind out potentialoverbookingin
presenceof large traf�c aggregatesandwork only on the effective bandwidthfor individual
b2b�o ws.

2.2 Link Budget BasedNetwork AdmissionControl (LB NAC)

Thelink-by-link NAC is probablythemostintuitiveNAC approach.Thecapacity��� �

1 of each
link � in thenetwork is managedby a singlelink budget ��� �!�!" (with size �#� �!�!"$� � ) thatmay
be administered,e.g.,at the ingressrouterof that link or in a centralizeddatabase.A new
�o w %'&(	!)*�,+�-/.0" with ingressrouter2 + , egressrouter . , andbitrate %1&(	!)�� � mustpasstheAC
procedurefor theLBs of all links thataretraversedin thenetwork by %2&(	!) (cf. Figure1). The
NAC procedurewill besuccessfulif thefollowing inequalityholds
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Therearemany systemsandprotocolsworking accordingto that principle. The connection
AC in ATM [3] andthe IntegratedServices[4]architecturein IP technologyadoptit in pure

1We borrow partsof our notationfrom theobject-orientedprogrammingstyle: aAb c denotesa property c of an
object a . We prefer aAb c to theconventionalc(d sincethis is hardto readif thenameof a is complex.

2A networking scenarioegfihkj�l!m�l!npo is given by a set of borderrouters j andset of links m . The b2b
traf�c aggregatewith ingressrouter q andegressrouter r is denotedby sph�q2l!r5o . Thefunction t,b nVh�q2l!r5o with

q2l!rvu0j and tVuwm re�ects theroutingandit is ableto coverbothsingle-andmulti-pathroutingby indicating
thepercentageof thetraf�c rate sph�q2l!r5o�b x usinglink t .
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form. Otherprotocolsrevealthesamebehavior althoughthemechanismis notimplementedas
anexplicit LB NAC. Mostbandwidthbrokerapproaches[14, 6, 15] behave thesamewayand
sodosomestateless-coreapproaches[16,17,18]. A drawbackof mostof thesesapproachesis
thatcoreroutersneedto holdAC statesper�o w. If network resilienceis required,thesestates
mustbequickly restoredin backupmachinesin caseof partialnetwork outage.This mustbe
donebeforethetraf�c is rerouted,which entailsa hugetechnicaloverheadandit is not clear
whetherit is feasiblein real-timeandfor largesystems.If thebudgetsareadministeredin a
centralentity like a bandwidthbroker this representsa singlepoint of failure. Thefollowing
two basicNAC methodsmanagethe network capacityin a distributedway, i.e. all budgets
relatedto a�o w canbeconsultedat its ingressor its egressborderrouter. In afailurescenario,
only fastlocal reroutingof thetraf�c is requiredif suf�cient backupcapacitiesareavailable.

Admission
Decision

Figure1: Network admissioncontrolbasedon link budgets.

2.3 Ingr essand EgressBudget BasedNetwork AdmissionControl (IB/EB NAC)

TheIB/EB NAC de�nes for every ingressnode + 4

�

aningressbudget ��� �,+ " andfor every
egressnode. 4

�

anegressbudget�\� �,.0" thatmustnotbeexceeded.A new �o w %2&(	!)*�,+�-/.0"

mustpasstheAC procedurefor ��� �,+ " and �\� �,.0" andit is only admittedif bothrequestsare
successful(cf. Figure2). Hence,thefollowing inequalitiesmusthold
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Flowsareadmittedat theingressandtheegressirrespectiveof their egressor ingressrouters.
This entailsthatthecapacitymanagedby an ��� or �\� canbeusedin a very �e xible manner.
However, all – alsopathological– traf�c patternsthatareacceptableby theIBs andEBsmust
becarriedby thenetworkwith therequiredQoS.Therefore,enoughcapacitymustbeallocated
for theIBs andEBssuchthatalsoveryunlikelyscenarioswith astronglyskewedtraf�c matrix
canbesupported.

This ideaoriginatesfrom theDiffServcontext [19, 5] wheretraf�c is admittedonly at the
borderrouterswithout lookingat thedestinationaddressof the�o ws. It correspondsto amere
IB NAC, soonly the �rst inequalityof Equation(2) mustbemet for theAC procedure.The
QoSshouldbe guaranteedby a suf�ciently low utilization of thenetwork resourcesby high
quality traf�c.

Admission
Decision

Figure2: Network admissioncontrolbasedon ingressandegressbudgets.

2.4 B2B BudgetBasedNetwork AdmissionControl (BBB NAC)

TheBBB NAC is ableto excludepathologicaltraf�c patternsby takingboth the ingressand
theegressborderrouterof a �o w %*�,+�-/.0" into accountfor theAC procedure,i.e. ab2bbudget

����� �,+�-/.0" managesthecapacityof avirtual tunnelbetween+ and . . A new �o w %2&(	!)*�,+�-/.0"

passesonly the AC procedurefor ����� �,+�-/.0" (cf. Figure3). It is admittedif this requestis
successful,i.e. if thefollowing inequalityholds
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The ����� �,+�-/.0" maybecontrolled,e.g.,at theingressrouter + or attheegressrouter . , i.e. the
BBB NAC canalsoavoid statesinsidethenetwork. Thecapacityof a tunnelis boundby the
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BBB to onespeci�c b2baggregateandcannot beusedfor othertraf�c with differentsource
or destination.Hence,thereis no �e xibility for resourceutilization. Therefore,the concept
is oftenrealizedin a more�e xible manner, suchthat thesizeof theBBBs canberearranged
[20, 21]. Tunnelsmayalsobeusedhierarchically[22]. Thetunnelcapacitymaybesignaled
usingexplicit reservationstatesin thenetwork [7, 23], only in logical entitieslike bandwidth
brokers[6], or it maybeassignedby acentralentity [24].

Admission
Decision

Figure3: TheBBB NAC correspondsto a logical tunnel.

2.5 Ingr essLink Budget and EgressLink Budget BasedNetwork AdmissionControl
(ILB/ELB NAC)

TheILB/ELB NAC de�nes ingresslink budgets����� �!��-/+ " andegresslink budgets�\��� �!��-/.0"

for eachpairof ingressandegressrouters� �,+�-/.0"'8 +�-/. 4

�

-/+��

�

.�� to managethecapacityof
link � . �A�#� �!��-/+ " canbeadministeredat ingressrouter + and � �#� �!��-/.0" ategressrouter . for
each�5476 . In caseof single-pathroutingin IP, thelinks � �/8 ����� �!��-/+ " ; =�� constituteasource
treeandthe links � �/8 �\��� �!��-/.0"�; =�� form a sink tree(cf. Figure4). A new �o w %2&(	!) must
passtheAC procedurefor the ����� �
�k-/+ " and �\��� �
�k-/.0" of all links thatareprobablytraversed
in thenetwork by %1&(	!) (cf. Figure4). TheNAC procedurewill besuccessfulif thefollowing
inequalitiesareful�lled
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Thereareseveralsigni�cant differencesto theBBB NAC. A BBB coversonly anaggregate
of �o ws with the samesourceanddestinationwhile the ILBs (ELBs) maycover �o ws with
the samesourcebut differentdestinations(sources).Therefore,the ILB/ELB NAC is more
�e xible thantheBBB NAC. With theBBB NAC, only one ����� �,+�-/.0" is checkedwhile with
ILB/ELB NAC, thenumberof budgetsto bechecked is twice the�o w pathlengths.In [25],
a �e xible versionof the mereILB NAC is appliedand the ELBs map the structureof the
aggregatesin BGRP[26].

Source tree
Sink tree

Admission
Decision

Figure4: Network admissioncontrolbasedon ingressandegresslink budgets.

3 Capacity Dimensioningfor Budgetsand Links

AC guaranteesQoSfor admitted�o ws at theexpenseof �o w blockingif thebudgetcapacity
is exhausted.Sincethis appliesto all budgetsmentionedbefore,we abstractfrom special
budgetsto a generalonedenotedby � . To keepthe blockingprobability small, the capacity

�'� � of a budget � mustbedimensionedlargeenough.First,we considerbudgetdimensioning
in general. Then, we explain how NAC speci�c budgetand link capacitiesare calculated.
Finally, wede�ne aperformancemeasurefor thecomparisonof NAC methods.

3.1 Capacity Dimensioning

We review a generalapproachfor capacitydimensioningandderive the requiredblocking
probabilities.
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3.1.1 Capacity Dimensioningfor a SingleBudget

Capacitydimensioningis a functioncalculatingtherequiredbandwidthfor giventraf�c char-
acteristicsanda desiredblocking probability. The speci�c implementationof that function
dependson the underlyingtraf�c model. We assumea Poissonmodel like in the telephone
world. However, in a multi-serviceworld, e.g. the future Internet,the requestpro�le will
be multi-rate,so we take ��� differentrequesttypes �(� , = ^

���

��� with a bitrate �H�S� � anda
probability �(�S� ���
	 � into account.In our studies,we assumea simpli�ed multimediareal-time
communicationscenariowith ���

��� , ��
'� �

���
� Kbit/s, �

�

� �

���

=

��� Kbit/s, andameanbitrate
of ��� ���

���


��Q���Q&

�

�H�S� � B �H�S� ���
	 �

���"!
� Kbit/s. Theofferedload # is themeannumberof ac-
tive �o ws,providedthatno �o w blockingoccurs.Givenan # , therespectiveofferedloadper
requesttype is �(�S� #

�

�H�S� ���
	 � B"# . We assumethat therequestsarrive accordingto a Poisson
processandhave a generallydistributedholding time. Therefore,we canusethe recursive
solutionby KaufmanandRoberts[10] for thecomputationof theblockingprobability � �S� � of
requesttype �(� if a certaincapacity� is provided. We useEquation(5) to relatetheblocking
probability � to thetraf�c volumeinsteadof to thenumberof �o ws.

�

� $&%

�


��Q���Q&

�

�

$&%

�H�S� � "5B'�H�S� �_B'�H�S� ���
	 �

��� ���

� (5)

An adaptationof theKaufmanandRobertsalgorithmyieldstherequiredcapacityfor adesired
blockingprobability� . After all, wecancomputetherequiredbudgetcapacity�'� � if theoffered
load �'� # andthedesiredbudgetblockingprobability �'� � is given.

3.1.2 From B2B Blocking Probabilities to BudgetBlocking Probabilities

Budgetsizesaredimensionedusinga desiredbudgetblockingprobability �'� � . Theset (7��%D"

consistsof the budgetswhosecapacityneedsto be checked for the NAC of a �o w % . This
�o w'sb2bblockingprobabilityis then

%�� ���

�

�

� $&%*)

��L,+

G�F

K �

$&%

�'� � "$� (6)

undertheassumptionthatthe �'� � areindependentof eachotherandthattheblockingprobabil-
ity of % is independentof its requestsize.Sincetheblockingprobabilitiesof differentbudgets
tendto bepositively correlatedif thenetwork is well provisioned,thecomputationof %�� �D�

�

�

accordingto Equation(6) is ratherconservative.
In [27] we have proposedthreedifferentmethodsfor settingthebudgetblockingprobabil-

ities �'� � to achieve a desiredb2b�o w blockingprobability ���

�

� . They have hardlyany effect
on theNAC performance,therefore,we stick with thesimpleapproachthatall �'� � areequal
for all budgets� 4-(7��%D" . We denoteby �'� . themaximumnumberof budgetsto bechecked
for any �o w controlledby � . Thentherequired�'� � is determinedby

�'� � ^

$&%0/21

T 3

$&%

���

�

� and (7)

�'� ���

�

�

� $&%

�

$&%

� �'� � " "

�54 �

� (8)
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3.2 ResourceAllocation for Budget BasedNAC Methods

For apossibletraf�c pattern3 �

� �w4����




� ��� �

thefollowing formulaehold
3

+�-/. 4

�

?

�

�,+�-/.0"$� �
	`=

3

+ 4

�

?

�

�,+�-/+ "$� �

�

= � (9)

If NAC is appliedin the network, eachtraf�c pattern�

� � satis�esthe constraintsde�ned by
theNAC budgets.Theseconstraintsleadto linearequations,too, servingassideconditions
for theworstcasescenarioin termsof ratemaximizationona link � to determineits minimum
capacity��� �

��� ��	 ��
��

�

4 �SL����

��� ���

�

E

� J

) L

�

�

�,+�-/.0"$� �#B1��� :5�,+�-/.0"$� (10)

Sincetheaggregaterateshaverealvalues,themaximizationcanbeperformedby theSimplex
algorithm[28] in polynomialtime. However, for someNACstherearemoreef�cient solutions
thatwewill pointout in thefollowing.

3.2.1 LB NAC

The LB NAC requiresthat transit �o ws needto checka budget ��� �!�!" for every link � for
admission,hence,themaximumnumberof passedNAC budgetsis

��� �!�!"$� .

�

. #�Z��

� J

) L

���

� 4 �

G � J

)�K � 
"!/�$#��

�5�

I

%

�
�'&O�

�,+�-/. - �!"

whereby�$#��

�5�

I

%

�
�'&O�

�,+�-/. - �!" is themaximumlengthof thepathsfrom + to . thatcontain � . The
LB NAC coversall �o ws traversinglink � . Hence,theexpectedofferedloadfor budget ��� �!�!"

is

��� �!�!"$� #

�

E

� J

) L

�

�

�,+�-/.0"$� #0B1��� :5�,+�-/.0"$� (11)

Accordingto Equation(1)

3

�5476 ?

E

� J

) L

�

�

�,+�-/.0"$� �#B1��� :5�,+�-/.0"<^`�#� �!�!"$� � (12)

mustbeful�lled, sotheminimumcapacity��� � of link � is constrainedby

��� ��	 ��� �!�!"$� �1� (13)

3We denotethe offered load for a b2b aggregate sph�q2l!r5o by sph�q2l!r5o�b ( and the resulting matrix s�b ( f

)

sph�q2l!r5o�b (+*-,-. /1032 is the traf�c matrix. In contrast,the currentrequestedrateof an aggregateis sph�q2l!r5o�b x

andthematrix s�b x\f

)

sph�q2l!r5o�b x
*

,-. /1032 describesaninstantaneoustraf�c pattern.
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3.2.2 IB/EB NAC

With theIB/EB NAC, a �o w is admittedby checkingboththeingressandtheegressbudget,
hence,we get ��� �,+ "$� .

�

�\� �,.0"$� .

��� . The IB/EB NAC subsumesall �o ws with thesame
ingressrouter + under ��� �,+ " andall �o ws with thesameegressrouter . under �\� �,.0" . The
offeredloadof therespectivebudgetsis

��� �,+ "$� #

�

E

) L

�

�

�,+�-/.0"$� #�- and

�\� �,.0"$� #

�

E

�

L

�

�

�,+�-/.0"$� #�� (14)

Herewe usethe inequalitiesfrom Equation(2) assideconditionsin Simplex methodfor the
computationof thecapacity��� � :

3

+ 4

�

?

E

) L

�

�

�,+�-/.0"$� �9^ ��� �,+ "$� �1- and

3

. 4

�

?

E

�

L

�

�

�,+�-/.0"$� �9^ �\� �,.0"$� �1� (15)

In caseof themereIB NAC, ��� �,+ "$� .

� $ . TheIBs arecomputedin thesameway likeabove,
however, thereis a computationalshortcutto the Simplex methodfor the calculationof the
requiredlink capacity��� � :

��� ��	

E

�

L

�

��� �,+ "$� � B

E

) L

�

��� :5�,+�-/.0" (16)

3.2.3 BBB NAC

With the BBB NAC, only onebudgetis checked, therefore,����� �,+�-/.0"$� .

� $ . The BBB
NAC subsumesunder ����� �,+�-/.0" all �o ws with ingressrouter + andegressrouter . . The
offeredloadfor ����� �,+�-/.0" is simply

����� �,+�-/.0"$� #

�
�

�,+�-/.0"$� #�� (17)

SinceEquation(3) is checkedfor admission
3

+�-/. 4

�

?

�

�,+�-/.0"$� � ^ ����� �,+�-/.0"$� � (18)

mustbeful�lled andtheminimumcapacity��� � of link � is constrainedby

��� ��	

E

� J

) L

�

����� �,+�-/.0"$� �_B1��� :5�,+�-/.0" (19)
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3.2.4 ILB/ELB NAC

TheILB/ELB NAC requiresthattransit�o wsneedto askfor admissionfor every link aswith
theLB NAC. Therefore,weset

����� �!��-/+ "$� .

� �
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TheILB/ELB NAC subsumesall �o ws with thesameingressrouter + on thelink � underthe
����� �!��-/+ " andall �o ws with thesameegressrouter . under �\��� �!��-/.0" . Theofferedloadfor
thebudgetsis
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Dueto Equation(4), thesideconditions
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mustberespectedwhichconstrainstheminimumcapacity��� � by
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In caseof themereILB NAC, wehave instead
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3.3 PerformanceMeasure for NAC Comparison

We computethe requiredlink capacitiesfor all NAC methodsaccordingto the equations
above. The requirednetwork capacity� � � is the sumof all link capacitiesin the network.
Theoverall transmittedtraf�c rate� � �$� ���
&'� is thesumof theofferedloadof all b2baggregates
weightedby theiraveragepathlengths�

�,+�-/.0"$� #p+

�	�

#�

��� #�� , theiracceptanceprobability �

$ %

���

�

��" , andthemeanrequestrate ��� ��� . Weneglectthefactthatrequestswith a largerratehave
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ahigherblockingprobabilitydueto theconstructionin Equation(5).
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Theoverall resourceutilization � � � is thefractionof thetransmittedtraf�c rateandtheover-
all network capacity. We useit in thenext sectionastheperformancemeasurefor theperfor-
mancecomparisonof NAC methods.

4 Capacity Dimensioningunder ResilienceRequirements

A local outagein a network – even with properlyassignedresources– leadsto severeQoS
problems. Either, the transmissionof the concerned�o ws in placeis stalled,or rerouting
takesplacewhich may causeseverecongestionon detourlinks. A solutionfor small local
network failuresis reroutingof theconcernedtraf�c in combinationwith suf�cient capacity
provisioningin thenetwork beforehand.Hence,appropriatedimensioningfor possibleoutage
scenariosis requiredwhich takescareof the reroutedtraf�c in that case. To that aim, the
set � of protectedfailure scenarios� mustbe known. Each � 4�� re�ects a setof failed
network elements� �

�
	�� �

and � � 6

	
�

6 , i.e. thesetof working routers� �

����� �

and
the setof working links � � 6

���

6 aredifferentfrom
�

and 6 which yields a new routing
function ��� :��<�,+�-/.0" . After all, we have a new networking scenario� � � for every protected
failurescenario� 4�� . Wedenote� with � �

�
	

��� and � � 6

	

��� by ��� andde�ne thatit is
alwayscontainedin � to facilitatethehandlingof thenormaloperationmodein thefollowing.
Eachlink � 4 6 mustbeprovidedwith suf�cient capacityto carry thepremiumtraf�c in all

� 4�� . Hence,therequiredlink capacityis

��� ��	 ��
��

�DL��

� � ��� �1� (26)

Asoutlinedbefore,theNAClimits thetraf�c in thenetworksby Equations(1) and(4) which
leadsto the inequalitiesin Equation(12), Equation(15), Equation(18), andEquation(22)
that canbe usedin a linear programto evaluatethe requiredlink capacities. In an outage
scenario� , the routing function ��� :5�,+�-/.0" becomes��� :��<�,+�-/.0" which must be respectedin
the traf�c maximizationstepin Equation(10). As long asthe budgetsarenot changed,the
sideconditionsarestill basedon theold routingfunction ��� :����'�,+�-/.0" . Dueto this change,the
shortcutsfor the calculationof the link capacitiesfor the LB NAC in Equation(13), for the
ILB NAC in Equation(24),andfor theILB/ELB NAC in Equation(23)donotwork anymore
andthetime consumingSimplex methodmustbeapplied.

12



5 NAC PerformanceUnder ResilienceRequirements

Thenumberof failurescenarioswith � link failuresis �

�

�

�

&��

. Themorelinks fail, thelesslikely
is thatscenarioandthemoreexpensive is its protection.Therefore,we restrictour numerical
studiesto all singlebi-directionallink failurescenarios.

We investigatetheperformanceof eachNAC methodwith andwithout resiliencerequire-
ments,andwith single-path(SP)andmulti-pathrouting(MP) for whichwechoosetheshortest
single-pathrouting andthe shortestequalcostmulti-path(ECMP) routing. We take SPand
MP routingasthe routingmechanismsin normaloperationmodeandusetheir convergence
asreroutemechanism.Therefore,theroutingin a failurescenario� equalstheconventional
SPor MP routingin theresultingnetworkingscenario.
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Brussels

Copenhagen

Figure5: Thetopologyof theCOST239network.

WestudytheNAC performancein theCOST239network (cf. Figure5, [29]) sinceit allows
many shortestequalcostmulti-pathsandcanwell illustratethein�uence of MP routing.

In thefollowing, we illustrate�rst theconceptof economyof scaleon a singlelink. Then,
we investigatethe in�uence of the routing schemeand the resiliencerequirementson the
resourceutilizationdependingon theNAC method,and�nally , wecomparethesemethodsin
thedifferentscenarios.
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5.1 Economyof ScaleIllustrated on a SingleLink

Economyof scaleor multiplexing gainis thekey for understandingtheperformancebehavior
of NAC approachesandcanbebestillustratedon a singlelink. In [27] we have shown that
the b2b blocking probability hasa minor impacton the requiredcapacityandthe resource
utilizationcomparedto theofferedload.Wesetit in all our studiesto ���

�

�

� $

=��

�

.
Figure6 shows that therequiredlink capacityandthe resourceutilization dependheavily

ontheofferedlink load ��� # . Theresourceutilization increasesdrasticallyupto anofferedload
of ��� #

� $

=�=�= Erlang. Thenthe requiredlink capacityrisesalmostlinearly with theoffered
link load.
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Figure6: Theimpactof offeredloadon therequiredlink capacityandtheresourceutilization
onasinglelink underlink admissioncontrol.

5.2 Impact of ResilienceRequirementsand Routing on the NAC Methods

Wecomparetheresourceutilizationof theNAC methodswith andwithout resiliencerequire-
mentsbothwith SPandMP routing.
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5.2.1 BBB NAC

Figure7 shows theresourceutilization of theBBB NAC. Theaverageofferedload �

�,+�-/.0"$� #

of all b2b aggregates�

�,+�-/.0" is given by our systemparameter# �

�

� . Sincethe BBBs cover
exactly that traf�c, theperformanceof theBBB NAC without resiliencerequirementsequals
exactly the above discussedsinglelink scenario.The routing doesnot in�uence theoffered
load ����� �,+�-/.0"$� #

�

#p�

�

� of a budget(cf. Equation(17)) andtheresultingrequiredcapacity
����� �,+�-/.0"$� � hasanadditive impacton thelink capacities(cf. Equation(19)). Therefore,the
overall requirednetwork capacity� � � for theBBB NAC is thesameregardlessof therouting
aslongaspacketsareforwardedon ashortestpath.
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Figure7: Resourceutilization in theCOSTNetwork for BBB NAC.

With resiliencerequirementsonly 60%and68%resourceutilizationcanbeachievedin the
limit for SPandMP routing,respectively. Without resiliencerequirements,theresourceuti-
lizationis almost100%,sothereciprocalvalue

�


�4 �

�

$

�

��� is theaveragedegreeof overdimen-
sioningrequiredfor thesurvivability in outagescenarios.Thiscorrespondsto 67%additional
backupcapacity. Hence,clearlylessthanthedoubleamountof capacityis requiredto achieve
100%resiliencefor all outagescenariosbecausethe backupcapacityis sharedby different
�o ws in different link failure scenarios.MP routing reducesthis valueeven further to less
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than50% (
�


�4 ���

�

$

�

� � ) sincethe reroutedtraf�c is distributedequallyto morelinks which
needin turn lessbackupcapacityfor resiliencepurposes.This observation is very important
andappliesto theperformanceof otherNAC methodsunderresiliencerequirements,too.

5.2.2 LB NAC

Figure7 illustratestheresourceutilization of theLB NAC. Again, theLB NAC performance
hardlydependson theroutingschemein thenon-resiliencecasebecausetheresourceutiliza-
tion dependsonly on the traf�c concentrationon the links. Apparently, the routing options
SPandMP do not affect theresourceutilization suf�ciently to achieveclearlyvisible effects.
With resiliencerequirements,the resourceutilization decreasesto 40% for SP routing and
48%for MP routing.Although,theabsoluteutilizationvaluesaresmaller, theeffectexplained
aboveapplieshere,too.
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5.2.3 ILB/ELB NAC

Themotivationfor theILBs andELBs is thefactthatthey areableto aggregatethetraf�c on
a link that stemsfrom differentb2b aggregateswith the sameingressor egressrouter. This
leadsto a highertraf�c concentrationfor a budgetandto a higherutilization of its capacity.
For SProuting,thisworksquitewell becausethetraf�c of asingleb2baggregateis forwarded
overasinglepathsothattheofferedtraf�c for ILBs andELBsareclearlylargerthanor equal
to theofferedloadof thecorrespondingBBBs. With MP routingthetraf�c of aBBB is spread
out over the network. As a consequence,the ILBs andELBs aresmallerwhich reducesthe
utilization of their capacities[2]. This explainswhy theresourceutilization for theILB/ELB
NAC is smallerwith MP routingthanwith SProutingin thenon-resiliencecase(cf. Figure9).
With resiliencerequirements,the resourceutilization is clearlysmallerandnow MP routing
improvestheNAC performancelikeabove.
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5.2.4 IB/EB NAC

Figure10 illustratesthe performanceof the IB/EB NAC. It is at most22% for SP routing
without resiliencerequirementsand 16% with resiliencerequirementswhich leadsto only
37.5%additionalbackupcapacities.MP routingalsoimprovestheNAC performanceunder
resiliencerequirementsdueto thereasonsgivenabove. It is remarkablethattheperformance
is alsoincreasedfor thenormaloperationmode.However, this kind of NAC is still not able
to achieve high utilization values.Theperformanceof the IB/EB NAC is discussedin more
detail in [?, 30].
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5.3 PerformanceComparisonof the NAC Methods

Wecomparetheperformanceof differentNACsin differentnetworkingscenarios.
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5.3.1 Single-Path Routing without ResilienceRequirements

Figure11 shows theperformanceof all NAC typesthatwe have discussedpreviously for SP
routing andwithout resiliencerequirements.The LB NAC, ILB/ELB NAC, ILB NAC, and
BBB NAC canall achieve100%resourceutilization in thelimit. TheLB NAC hasthehighest
resourceutilization,in particularfor low andmediumsizeofferedloadwhile theperformance
of theBBB NAC is clearly lower. Thereasonfor thatphenomenonis thedifferent�e xibility
of theNAC methods.TheBBBs canallocatetheir capacityonly to �o ws from a singleb2b
aggregatewhile the LB NAC admitsmorevarioustraf�c patterns. Therefore,the network
resourcescanbebetterutilized with theLB NAC. TheILB NAC andtheILB/ELB NAC can
beviewedasaninterpolationof theBBB NAC andtheLB NAC. TheIB/EB NAC hasabetter
performancethantheIB NAC but their correspondingcurvesbothconvergeto network topol-
ogy speci�c asymptotesbetweenonly 10%and20%. For low andmediumsizeofferedload,
theLB NAC is thebestNAC optionbut its implementationrequireseitherreservationstatesin
thenetwork, a centralizedbandwidthbroker solution,or any othersophisticatedmechanisms
thatdependon corerouterinteraction.
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5.3.2 Multi-P ath Routing without ResilienceRequirements

Figure 12 illustratesthe performanceof all NAC approachesfor MP routing and without
resiliencerequirements.First, we realize that the performanceadvantageof the ILB and
ILB/ELB NAC comparedto theBBB almostvanishes.Hence,theseNAC approachesclearly
bene�t from SProuting.Second,theperformanceof theLB NAC andtheBBB NAC is about
thesameaswith SProuting,andthird, theresourceutilization for both the IB NAC andthe
IB/EB NAC is slightly increased.
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Figure12:Resourceutilization in the COSTNetwork for MP routing without resiliencere-
quirements.

5.3.3 Single-Path Routing with ResilienceRequirements

Figure13 revealsa completelydifferentperformancebehavior of the NAC methodsfor SP
routing in caseof resiliencerequirements.All NAC typeshave network speci�c asymptotes
for their resourceutilization. Themostimportant�nding is that theBBB NAC outperforms
the ILB/ELB NAC, the ILB NAC, and the LB NAC. Except for ILB NAC and ILB/ELB
NAC, this is the reversedorder from the scenariowithout resilience. The �e xibility of the
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NAC methodsis adrawbackunderresiliencerequirementssinceall admissibletraf�c patterns
mustbeprotectedby backupcapacity. Althoughthe traf�c patternsthatareacceptedby the
LB NAC but not by the BBB NAC areunlikely, they aremoreextremeanddemandmore
backupcapacityin failurescenarios.Sincetheadmittedtraf�c is aboutthesame,theresource
utilization of the LB NAC is smallerthanwith the BBB NAC. The ILB and the ILB/ELB
NAC canbeviewedagainasaninterpolationof theLB NAC andtheBBB NAC.Theresource
utilization for the IB NAC andthe IB/EB NAC is still clearly lower andslightly decreased
comparedto thenormaloperationmode.
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Figure13:Resourceutilization in theCOSTNetwork for SProutingwith resiliencerequire-
ments.

5.3.4 Multi-P ath Routing with ResilienceRequirements

Finally, we considerMP routing in caseof resiliencerequirementsasdepictedin Figure14.
Thecurveslook very similar to theSProutingcasebeforebut they areall increasedby about
5% to 10%. Although the differencebetweenILB NAC, ILB/ELB NAC, and BBB NAC
almostvanishesfor MP routingwithout resiliencerequirements,with resiliencerequirements
it is clearlyvisible.
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6 Conclusion

In thispaperwehavedistinguishedbetweenlink admissioncontrol(LAC) andnetworkadmis-
sioncontrol(NAC). We reviewedfour fundamentallydifferentNAC categoriesandproposed
formulaefor theirbudgetandlink dimensioning.Thenovelty in thispaperis theconsideration
of backupcapacitiesfor link failurescenariossuchthat reroutedtraf�c is still carriedwith a
desiredQoS.

Themeasurefor theperformanceinvestigationis theaverageresourceutilization, i.e. the
averageofferedtraf�c weightedby its pathlengthanddividedby thesumof all link capacities.
Wetestedtheperformanceof eachNAC methodwith andwithoutresiliencerequirements,and
with single-path(SP)andmulti-pathrouting(MP) for whichwechosetheshortestsingle-path
routingandtheshortestequalcostmulti-path(ECMP)routing.

Thedirectcomparisonof theNAC methodswithout resiliencerequirementsandSProuting
showedthattheLB NAC is mostef�cient for low andmediumsizeofferedload,followedby
the ILB/ELB NAC, the ILB NAC, andtheBBB NAC. TheseNAC typesachieve a resource
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utilization closeto 100%for suf�ciently high offeredload. In contrast,the performanceIB
NAC andtheIB/EB NAC convergesto a network speci�c asymptotebetween10%and20%.
Without resiliencerequirements,LB NAC, BBB NAC andIB NAC arenot in�uencedby the
routingscheme,theperformanceof IB/EB NAC is improvedby MP routingwhile it is con-
verselyaffectedfor theILB andILB/ELB NAC. Underresiliencerequirements,theef�cient
NAC methodsachievealowerresourceutilizationbetween40%and70%.They havedifferent
utilization limits andthe orderof ef�ciency is reversed,i.e. the BBB NAC is mostef�cient
andtheLB NAC is leastef�cient. Underresiliencerequirements,all NAC methodspro�t from
MP routing.Wehaveobservedthesameeffectsin differentnetwork topologieswith different
utilization limits but thetrendis thesame.

Hence,networksresilientagainstpartialnetwork outagesshouldimplementtheBBB NAC
for two reasons.First, thenetwork hasa statelesscoreandno resourcereservationsignalling
is neededwhentraf�c is rerouted.Second,theBBB NAC requireslessbackupcapacitythan
any otherNAC approach.In addition,thecapacitycalculationfor BBB NAC is easierandits
implementationis lesscomplex comparedwith theotherNAC methods.

With MP routing, the resourceutilization is about10% larger thanwith SProuting. This
showsthatthemechanismfor reroutingin failurescenariosholdssomeoptimizationpotential
with regardto the amountof the requiredbackupcapacity. Both MPLS andenhancedMP
routing schemesmay be usedto increasethe resourceutilization andto reducethe required
backupcapacityin resilientnetworks.

References

[1] S. Shenker, “FundamentalDesignIssuesfor the FutureInternet,” IEEE JSAC, vol. 13,
pp.1176–1188,Sep.1995.

[2] M. Menth,S.Gehrsitz,andJ.Milbrandt,“Fair Assignmentof Ef�cient Network Admis-
sionControlBudgets,” TechnicalReport,No. 306,Universityof Würzburg, Instituteof
ComputerScience,Feb. 2003.

[3] TheATM Forum,Traf�c ManagementSpeci�cation,Version4.0, April 1996.

[4] B. Braden,D. Clark, and S. Shenker, “RFC1633: IntegratedServicesin the Internet
Architecture:anOverview.” http://www.ietf.org/rfc/rfc1633.txt,June1994.

[5] X. Xiao andL. M. Ni, “InternetQoS:A Big Picture,” IEEE NetworkMagazine, vol. 13,
pp.8–18,Mar. 1999.

[6] B. Teitelbaum,S.Hares,L. Dunn,V. Narayan,R.Neilson,andF. Reichmeyer, “Internet2
QBone:Building a Testbedfor DifferentiatedServices,” IEEE NetworkMagazine, Sep.
1999.

[7] F. Baker, C. Iturralde,F. Le Faucheur, andB. Davie, “RFC3175:Aggregationof RSVP
for IPv4andIPv6Reservations.” http://www.ietf.org/rfc/rfc3175.txt,Sept.2001.

23



[8] J.Moy, “RFC2328:OSPFVersion2.” ftp://ftp.isi.edu/in-notes/rfc2212.txt,April 1998.

[9] P. Pan, D.-H. Gan, G. Swallow, J. P. Vasseur, D. Cooper, A. Atlas, and M. Jork,
“FastRerouteExtensionsto RSVP-TEfor LSP Tunnels.” http://www.ietf.org/internet-
drafts/draft-ietf-mpls-rsvp-lsp-fastreroute-01.txt,Nov. 2002.

[10] J. Roberts,U. Mocci, andJ. Virtamo,BroadbandNetworkTeletraf�c - Final Reportof
ActionCOST242. Berlin, Heidelberg: Springer, 1996.

[11] L. Breslau,E. W. Knightly, S. Shenker, andH. Zhang,“Endpoint AdmissionControl:
ArchitecturalIssuesandPerformance,” in ACM SIGCOMM, Aug. 2000.

[12] L. Breslau,S.Jamin,andS.Shenker, “Commentson thePerformanceof Measurement-
BasedAdmissionControlAlgorithms,” in Infocom, pp.1233–1242,March2000. ISBN
0-7803-5880-5.

[13] F. P. Kelly, “NotesonEffectiveBandwidths,” StochasticNetworks:TheoryandApplica-
tions, vol. 4, pp.141–168,1996.

[14] A. Terzis,J.Wang,J.Ogawa,andL. Zhang,“A Two-Tier ResourceManagementModel
for theInternet,” in Global InternetSymposium'99, Dec.1999.

[15] Z.-L. Z. Zhang,Z. Duan,andY. T. Hou, “On ScalableDesignof BandwidthBrokers,”
IEICE TransactiononCommunications, vol. E84-B,pp.2011–2025,Aug 2001.

[16] I. Stoicaand H. Zhang, “Providing GuaranteedServicesWithout Per Flow Manage-
ment,” ComputerCommunicationReview, vol. 29,October1999.

[17] S. BhatnagarandB. Nath,“DistributedAdmissionControl to SupportGuaranteedSer-
vices in Core-StatelessNetworks,” in IEEE INFOCOM 2003, (SanFrancisco,USA),
April 2003.
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